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OME BURDEN DISCLASURE STATEMENT

Public raporting tumsen for his coliaction of Informatlon iz sstimuted lo avarage 25 minutes per respensa, Including the ime for foviewing
instructiana, ssarching exisling data seirees, gaihoring and maitainieg the deta neadad, ard compiotng snd revlewing the coflection of Infermalion,
Send comments iegaring this burden astimats or any olivr eespec! of this collection of Information, Including suggestions for reducing thls burdan, 1o
Office of infermation Reacurces Managemant Pelcy, Plans, and Ovarsigh!, Records Marsgemani Divialon, HR-$32 - GTM, Paparvork Reduction
Projact (1310-1500), U, S, Depariment af Ensrgy, 1060 Independanca avenue, $,W., Washington, DC 20585, and 1o Iho Clfize of tban Bjamunt andg
Budget {OMB), Paparwark Reduction Projact (1810-1800), Waahington, DG 20503,

Part [ - NOTIFICATION OF SECURITY INCIDENT
Partl, Ta be completed by the Security Office conducting the prellminary inquiry.

1. Organizntlon in v;'hl-:‘h Incident occurrsd: 2. Dute of incdant;
Oak Ridge National Laboratory
: 11/09/2008

3. Natura of Incldent:
Shipper-Receiver different or inventory difference involving a gain in the number of items for which the
additional items iotal to a Category I1 or IV quantity of apecial nuclear materials (SNM), TMI 4-4,

4, Classification level of informatisn Inveivad: 5. Category of infermatlan Invalved: | 6. (dontify other cavests of
information Invelvad:
Confideniial O Rantizled Dala 3
Sacrat | Eormarly Restrcted Data =
Top Secrat O Natlonal Securily Informalfen 9]

7. Delails of Incldent:

Material Balance Area (MBA) represeniative (Doug Lec) reparted a discrepancy in the book value o(an
item previously received from MBA 006, The original book vahice had been determined by MBA 070
personnel, MBA 006 had served as a storage arca for the item, Personnel from ORNL's NMC4&A and
MBA 070 and MBA 165 are reviewing decunentation to determnine accurate value and czuse of

disercpancy.

The diserepancy has been resolved. Proper NMC&A accountability documentation has been i_nput infa
the system. Accountability book valucs on the NMC&A books and MBA books are corzect, No further

action is required. -

3. Narma, title, and orgarization of the Individual &, Signature! 0. Date:
raporting the security Incidant:
Jamie M. Johnson, CMPC Officer

Osk Ridge Nationa] Laboratory ( AL Y L /;.,f;—-,,\_/

01/25/2006
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04-108C-0577-06 April 12, 2004

Oak Ridge National Laboratory

After furiher inquiry it has been determined an authorized disclosure did not ocour s was
reported on April 8, 2004, by Oak Ridge National Laboratary (0577).

A package arnved at ORNL intact fromi IN-1. The package was properly wrapped and
was addressed to ORNL’s classified mailing address, However, the package was scit via
FedEx. ORNL does not yct have approval to ship overnight and no approved overnight
address is listed tn SSIMS.

Upon delivery of FedFix packages at ORNL's Receiving Department, they are sorted and
bar coded with delivery information. With the address being so generic on this particular
package, the receiving secretary, Marie Stookshury (uncleared employee), split the left-
hand side of the package looking for an invoice or shipping notice. All that was viewsble
was plain white paper. Stooksbury then contacted the sender listed on the FedFx label,
Jacqucline Parks, trying to obtain more accurate delivery information. Parks gave her the
name of Mike Aaron. Aaron is a mémber of the Office of Technical Information and
Classification staff, and the correct delivery point for classificd mail. Stooksbury wrote
Aaron’s building and room number on the box and re-taped the side she hud cut.

The package was delivered to Aaron. He obviously noticed the package had hcen opened
and vonsulied with Hamrin, Logan, and Thomas (ORNL security personnel) as to the
next step to take, Logan photographed the condition of the box in several phases of
unwrap. The box contuined a combination of unclassified and classified documents. In
the original wrapping ol the box at IN-1, the contents were upside down. When
Stookshury cuf into the puckage the only thing visible was the bacl page of an
unclassificd docuwnent. The package did not contain unique information.

After additional consultatiop with ORQ’s Pat Haward, a determination was made to
report this as an IMI-2-6. The 471.1 was faxed to the EOC ~3:50 on 4/8/04.

This sumnmary concludes that an unauthorized disclosure did not oceur; however, 1t is
cemsiderad a near miss.

As a corrective action Jon Krevkes, Depariment Head, National Security Advanced
Technologies Office, will contact [N to reming them that wea don’t have an approved

channel for ovemight,

This is the final inquiry report for 04-108C-0577-06,

Jarnie Johnson
Inguiry Qfficer
Oak Ridge National Laboratory
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CMB AURDEN DISCLOSURE STATEMENT

Fubdie roperting burden for thls collactien of Infarmalion ¥ estmatad o gvars
| 1k /aragn 25 minules per reapanza, including e Eme for roviewh
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. jact {1 h U.S. Doporiment of Enargy, 1060 Indepetdance Avenus, 5.W., Washingien, BC 20505; und to the Offles of Managormoent and
Budgel {OME), Paparwerk Raduclion Projacl (1910-1800), Wazhington, DC 20503, :

Part | - NOTIFICATION OF SECURITY INCIDENT
Part|. To be compisted by the Security Office conducting the prefiminary inguiry.

1. Organizaticn In which neident occurrad: 2. Date of incldent:
Isoick Systems, LIC
11/02/2004

3. Natura af Ineldont;
UCNI information in an unlocked office.

4. Classificaiton lavel of Information Invelved: I'5. Calegory of Infarmatlon invotvad: | 8. Idaniify other caveats of
information invelved:
Confidantial O Resiricind Oata | T
Sacrel ' Fermorly Rostricted Data I} UCNI
Top Seoral 0 Matlongl Security Irtormation [

7. Detalls of Incldent:
When reporting to work, employwe (Hontas Bailey) found office containing UCNI documents
unsceurad, Compromise of the information is unlikcly as the materials were not in plain view. However
confract office cleaners were in the Isotek offices afier work on the dite of the incident, Meets IM1-4-5
criteria of suspected unanthorized diselosure of UCNL ‘

Interviewed employee and leamed that she had forgotten to lock the office door upan leaving for the

day. Discussed need for diligence in proiecting UCNI. Employee reviewed Isotek Procedure, Handling
Sensitive Unclagsified Information, ISO-SEC-002. Pasted self-reminder next to wall switeh to prompt

locking the door.

This is being reporied through ORNL as per agrecement with Isotek.

e (if applicable)

B, Mams, fitle, ard omuniZation of the ndhidual ] 9, Signature: 10, Dola:
raporting tha sacunly ncident:
Jamlic M, Johnsor, CMPC G ficer l | ‘
(Oak Ridge National Laboratory JV\IL /\U‘Q’b“’\ AT
! ' -
\ vy 01/23/2004
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Part i - NOTIFICATION OF SECURITY INCIDENT
Partl. Te be'completed by the Secunty CHice cenducting the preliminary inguiry,

i. QOrganization in whieh ingident eceurred: ( 2. Date of Incldant:

Cak Ridge Nationzl Laboratory |
I 09/21/2003

3. Nature of incldaent:

Shipgur—Rgccivur different or invenlory difference involving a pain in e nunber af items for which the
additional iterns tatal to 4 Category I or IV quantity of speeial nuclear materials (SNM). IMT 4-4

4, Claszificatian level of infermatian invalved: I| 5. Calagery of information invoived: | 5. Idanliy olher caveats of
| Info ian i ed:
Carfidentla) 1 Asalielad Data 0 nformaltion inveived
Secral Ol Fapnerly Reslicted Dain -

Top Secral ) , Matlonal Securdly Inlormalizn L

7. Detailz of incidunl:

The Bldg. 3525 (IFEL) hot cells functioned in ¢ Spent Nuclear Fuel reopening and repackaging effort
between 1996 aud 2003, Original "packages” (hat had been consigned for decades to the ORNL
SWSA-S burial grounds were retrieved, moved to the hot cells, and opencd. The eontents were
coinpared for vonsistency with the original disposition records and then rcpackaged into new containers
for colléctive shipment to INEL. Overail there were a hundred plus SNF packages, most with rmulfi-
hundred gram fissile element content,

The IFEL has recently been processing for disposal ihe aceumulated serap materials from this effort,
i particular the emptied internal containers. A number of small fubes still holding fuel iterns (mainly
HTGR-type fuel coinpacts) were found. Based on external markings it is believed these itemns represent z
fisgile content of about 10g U-235, 4 g U-233, and 100g TH-232, However the in-cell serap materiuly arc
extensive and arc still being sorted. It is anticipatcd that it will take a number of months to work through
this material and it s possible that a smaell amount of additional material may be found.

It is belicved at the time materials were shipped that all the fuel in question had been repackaged so
the MBA 025 fissile inventory was clowed of the ftems. We are currently reviewing all pertinent
information Lo ohlain the best estimate of the amount of muaterial that was inadverfently 1efl behind so it
can be added back to the MBA 1nventory.

8. Nama, ths, and ocrganizaton of tha Individual 9, Signalurs: 10, Date:
repariing tha secunty incldant:
Inmie M. Johnson, CMPC Officer ﬁfu N P
Oak Ridyze National Labhoratory u
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OnB SURDEN DISCIOQIURE STATEMENT

Fublle raparting burdan for this calisclian of Inforreation is estmaled to average 25 minulos af rospares, Inclesding ! for b

imdtructions, saasching *_:xisllng data sources, galharng and mainfalning the dala neaded, ahF::I mmpfnﬂng,m;‘ﬁvliﬂ::grjm: m?k«::;;lnhcrﬁr.rarmallon
Gond cormmants a:nqmumg this burden aslimate or any cther aspact of this collaction af Inform atlon, Incliding suggoetions for raducing 1his burdan, o
Offica of Infermalion Aesaurcaa Mansgemant Policy, Plans, and Ovoraighl, Recordis Managaman) Division, HR—122 - GTH, Paparvark Raguclion
Frajact {1910-1800), U,S, Depariment of Enargy, 1000 Indepandence Avenus, 5.W,, Washinglon, DC 20535, and 1o the O of Managoment and
Budget (OMB), Faparwerk Rediclion Project (1210-1800), Waahlnglon, DC 20503,

Part i - NOTIFICATION OF SECURITY iNCIDENT
Part |. To be campieted by the Sacurity Office conducting the praiiminary Inguiry.

. QOrganizatlon in which incldent ocourrad: 2. Date of incident:

Oak Ridpge National Labaeratory
11/08/2008"

3, Nature of incidant;
Shipper-Receiver different or inventory difference invelving a guin in the number of items for which the
additional items total to a Category I or IV quantity of' speciul nuclear materials (SNM). TVIT 44,

4, Clagaification leve) of information Invaived: 5. Category of Informatlon inyveived: | 8. Wenlify othar cavests of
infarmatlcn invalvad:
Confidantia! 3 - Resticted Onla (]
Sacrol .| Formarly Rasiriated Dota |
Top Secrat [] Natlona! Securily information 0 J

7, Details of incldent;

"On 11/08/2004, John Gibgon of MBA 125, Building 5505 notificd NMC&A of the discovery of 15‘small
samples bottles containing small guantities of Coriched Uranium Oxides. Bottles had been i the 5505
Avea since the carly 1990's. The MBA Reprosentative was unaware of the samples at the time of
discovery. NMC&A and the MBA Representative are searching for historical data of the samples and
will be determining plan of nction to ensure accountable 1naterial will be added to the NMC&A books.

The status on this is pending. An action plan has been determined. MBA 125 personnel are working with
New Brunswick Laberatory (NBL) personne! to obtain standeards 1o be nsed in megsuring found
samples, The standard will he received by March 2005, NBL is currently in stand-down mode. The
results will be reviewed and a determination of whether the material is an NMC&A accountabl. guantity
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8. Mama, title, and nrgraaniza:mn af the Individuzl
reporing the sacurly Incident:

Jamie M. Jolinson, CMTPC Qfficer
Oak Ridge National Laboratory j—IM\ ; J Q,_ﬁ,«,q_.qdz&_—' _—_—
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